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Critical Incident Response Plan

Introduction

It is important for any business to establish a plan that provides the framework for rapid response to any situation that threatens to interfere with the Corporation's ability to provide client services or otherwise conduct regular business.  We cannot anticipate every event or set of circumstances that may cause a disruption in service, we can plan for response to degrees or types of disruption.  This may range from short notice unavailability of key staff members to a catastrophic disaster rendering a work site unusable.

Key principles directing the work of the crisis management team are:

· Protecting health and safety of employees, clients and visitors.

· Establishing communications internally and externally.

· Identifying emergent client/patient issues for immediate attention.

· Protecting corporate and client information.

· Restoring access to computer programs and records.

· Resuming client services as quickly as possible.

· Maintaining cash flow to retain staff and conduct business.

Critical Incident Response Team

President/CEO




VP/COO 



VP Finance/CFO




VP Health & Supportive Services

VP Advancement


VP Prevention Education


Sr. Director Alianza Latina  



Director Information Systems


Associate VP Human Resources


Assistant to President


Sr. Director Satellite & Special Services

Associate VP Supportive Services

Each member of the critical incident response team has an important and distinct area of responsibility.  These functions may be delegated to others.  The following chart provides this illustration.
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Critical Incident Levels 

	
	Definition
	Response

	Level 1


	A situation causing minor or short-term interruption of services in a department or work site.  A weather-related closure or power outage, for example, would temporarily disrupt service but require no more remedial measures other than notification to clients and staff using pre-arranged media contacts.  Disruption might last one or two days.
	Immediately upon becoming aware of a need for short-term closure, the President or VP/COO will make the decision to close or limit service and contact the numbers provided to initiate media notice to staff and the public. In the event the incident involves Evergreen Health Services, the Nurse Practitioner may be required to prioritize patient care needs.  Decision will be made on a daily basis until the situation causing closure or limited service is resolved.  The Agency’s management team will be informed of the situation and the immediate plan.

	Level 2


	A moderately severe situation requiring alternate service-delivery arrangements to be made.  Fire or flood damage to a work site that renders it unsafe to continue to conduct business until the situation is corrected is one example.  Loss of a key employee might create severe delays in service delivery until a replacement could be found.  This disruption might last several days or weeks.  
	The critical incident management team will meet as soon as possible, in person or by conference call, to coordinate the response activities of each division and functional unit appropriate to the situation.  All appropriate emergency response procedures will be implemented.  The President or VP/COO will review a succession plan for a key employee and implement as deemed appropriate on an interim or permanent basis.

	Level 3


	A situation of such severity that the critical incident response team must meet to plan for alternate service delivery and to implement a detailed recovery plan.  Total destruction of a work site, loss of a significant number of employees, any situation in the immediate area of a work site making it hazardous for employees and clients to be present, or unexpected loss of a significant funding source are examples of a level 3 situation.  This disruption might be expected to last several weeks or months.
	The critical incident management team will meet as soon as possible, in person or by conference call, to coordinate the response activities of each division and functional unit appropriate to the situation.  All appropriate emergency response procedures will be implemented.  The critical incident management team will assess the impact on client/patient services and notify contract managers with a provisional plan of care.  The critical incident management team will meet weekly to monitor the effectiveness of response procedures, unless directed by the President to meet more or less frequently due to the nature of the emergency.


Emergency Closing Information

Well, it’s that time again to be thinking about what to do if the weather causes us to close any of our offices.  How will we know?  How will our clients know?    The following are ALL of the stations that should broadcast a closing for us once that determination has been made and Ron has made the call to the radio station:

WBEN News Radio 930 AM

WKSE Kiss 98.5 FM

WTSS Star 102.5 FM

WWKB KB 1520 AM

WGRF 97 Rock FM

WHTT Oldies 104 FM

WEDG 103.3 The Edge FM

WILD 101.1 FM

WBUF 92.9 Jack FM

WBLK 93.7 FM

WECK AM 1230

WJYE 96.1 FM

WYRK Country 106.5 FM

And in the Jamestown Area, WJTN 1240 AM or WWSE 93.3 FM.

In addition, an emergency Voice Mail box is maintained for staff information in the event of any emergency.  It is accessed by calling 847-2441 or 847-0212.  When prompted for your party’s extension – it is 206.
 EMERGENCY RESPONSE INFORMATION
(Emergency is defined as any act or situation that endangers the health and safety of clients, staff, visitors or agency property)

Pre-Emergency Checklist


√

1. Individual site responsibilities:  Establish an office crisis response team.  Establish a written office crisis response plan.

2. Satellites and Divisions must have an office crisis response plan; includes the building floor plan, evacuation routes and secure areas for various types of emergencies.

3. Managers and staff must be trained in all emergency procedures.

4. Alternate communication (e.g cell phones) available and operable.

5. Evacuation maps posted.

6. Evacuation drills scheduled (but not posted) minimum of 2 per year.

7. Emergency response (Mr. Webber) drills scheduled (but not posted) minimum of 2 per year.

Emergency Telephone Numbers

Police/Fire/Ambulance in all areas…………..……….……911

Security 206 S. Elmwood Ave (11 AM – 6 PM) …….Ext 357
President/CEO………
……..   847-0212
Ext. 329, 404, 326

VP/COO ……………...……   847-0212
Ext. 328

Associate VP HR…………… 332-2373
Ext. 333
VP Finance/CFO…………… 847-0212
Ext. 327

VP Education……………….. 847-0315
Ext. 315
VP DH&SS…………………...847-2441
Ext. 300, 310, 320

Sr. Director Alianza…………..852-5969
Ext. 330,373
AVP Supportive Services…….847-2441
Ext. 300, 310, 352

Sr. Director Satellite & Special Services……847-2441






Ext. 325 
Director Health Services……...847-2441
Ext. 364, 363, 309

The Victorian….………….….852-5969
362-3171


Jamestown Office…….……   664-7855

Niagara Falls Office…………297-4004


COMMUNICATING IN A CRISIS
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▬►
Releasing Information


Staff should be instructed to refer all media questions to the Director of Marketing and Special Projects.  Refrain from stating opinions about the incident or about clients/staff involved.  No information will be given out until cleared by the President/CEO.

Internal Communications Plan

During an emergency, it is important to maintain clear lines of communication to avoid confusion and conflict.


























Computer Recovery Plan
In the event of an incident that destroys or disables agency computer equipment and/or systems, the following will be used as a recovery plan to restore access to systems and files:
Pre-emergency Security 

1. Copies of all CDs and disks containing agency software that are used throughout the systems will be kept at an offsite location (bank safe deposit box or one of the employee’s homes [Director of Information Systems]).

2. Copy all data from each program onto a Rewritable CD on a monthly basis for ease of reinstalling programs onto a stand alone PC and the ability to run, if necessary.  These software applications would be ABRA, URS, Medical Manager, MAS90, Patient Registry, Paradigm.
3. At least one copy of a full system backup from the file server is kept offsite at all times (taken to these employee’s homes in this order of priority: Director of Information Systems, AVP of Human Resources, Medicaid Biller, VP/COO).

Post-emergency Recovery

1. One PC would be established that would handle all programs from the agency.  Install programs and restore data from most recent back up disk.

2. Contact Synchronet Industries, Inc., Jerry Sheehan, to arrange for cabling and hardware in the new or original facility.

3. For File, Exchange, Citrix and Web Inspector Servers recovery, contact Synchronet.  They can rebuild and replace our equipment.  They will need the software that we will have offsite to replace the operating systems.

4. Restore data from backup tapes to the file server.

5. In the event the incident affected the entire Central Office, the following computer restoration will be done within the first week at the current or an alternate location as conditions dictate:

a. One computer for Administration for access to all Agency files.

b. One computer in Evergreen Health Services for access to patient data, records and schedules.

c. One computer in Finance for access to agency financial data, and billing and payroll capability.
d. One computer in Supportive Services for access to division files and client data in URS.

e. One computer in Human Resources for access to employee information and for payroll back-up.
6. Replace work stations for each employee using a priority order established by the Critical Incident Management Team.  Director of Information Systems will install operating systems and replace software that is appropriate for each employee’s functional duties and responsibilities.
7. In the event the incident affected one department or satellite site, the following computer restoration will be done within the first week at the current or an alternate location as conditions dictate:

a. One computer for the administrative assistant(s) or site director for access to all Agency files.

Succession Plan

Should there be a sudden and unexpected vacancy in the position of the Director of Information Systems, there are a number of options:

1. Temporary or short-term loss, plan for remaining staff to cover

2. Interim plan pending replacement, may include outsourcing

3. Replacement plan – may include person groomed to step up, recruitment sources

Human Resources Critical Incident Response Plan

Pre-Emergency Security

1. Personnel and employee health files are stored in fire safes in the HR Department.

2. ABRA, the agency’s hris containing personnel information including demographics, benefits enrollment, and time & attendance records is maintained on the main file server and is backed up nightly.  Access to the program is password protected and limited to the Senior VP, Director of Information Systems, Associate VP of HR and HR department staff.

3. Supervisors are provided with two hard copies of a confidential staff listing containing name, address, phone (home, work and cell) and emergency contacts provided by employees.  Supervisors are encouraged to keep one copy securely stored offsite for use in an emergency and one with them accessible during work hours.

Post-Emergency Response

1. If the incident involves employee injury or death, the Associate VP will initiate appropriate notification of the employee’s emergency contact(s), OSHA, the Worker’s Comp Board and the State Insurance Fund.
2. If the incident involves damage to the HR offices, the Associate VP will establish a work area at another ACS facility or home, whichever is more appropriate for the situation.  Efforts will begin immediately to secure a computer to house the ABRA database or access the file server if it is functioning.

3. HR will coordinate communication systems to keep staff informed of the situation working closely with supervisors as decisions are made regarding staff deployment.

4. HR will work closely with finance staff to maintain payroll processing and payment of benefits premiums to maintain coverage for employees.

5. As soon as practical, and as appropriate, HR will contact the Employee Assistance Program for a critical incident debriefing for affected staff.

Succession Plan

Should there be a sudden and unexpected vacancy in the position of the Associate VP of Human Resources, there are a number of options:

1. The HR Coordinator is capable of maintaining most day-to-day administrative functions in the department with input from the VP/COO.
2. HR outsourcing for supervisor consultation, legal compliance and policy development & implementation can be arranged through a number of companies.  Recommendations can be obtained from the Buffalo Niagara Human Resource Association (BNHRA).

3. BNHRA maintains a job bank with many qualified candidates looking at postings every day.  See the web site www.bnhra.org for information about posting a job.

Primary Care Critical Incident Response Plan

Pre-Emergency Security

1. Patient records are stored in a locked room overnight and whenever staff are absent from the department.

2. Medical Manager and URS, the agency’s programs containing patient information are maintained on the main file server and are backed up nightly.  Access to the programs are password protected and limited to only those individuals deemed to have a need to know in order to carry out their specific job duties.

3. Staff office doors are locked overnight and whenever staff are absent from the department.

Post-Emergency Response

1. If the incident involves patient injury or death, the Director of Health Services will initiate appropriate notification of the patient’s emergency contact(s), the Department of Health and the AIDS Institute.

2. If the incident involves damage to the Primary Care offices, the Director will establish a work area at another ACS facility or home, whichever is more appropriate for the situation.  Efforts will begin immediately to secure a computer to house the patient database or access the file server if it is functioning.

3. The Director will notify the answering service to keep patients informed of the situation working closely with the providers as decisions are made regarding patient needs.  The On-call system will continue as usual.
4. If the incident renders the office unusable for a period of time, alternate arrangements will be implemented to see patients at either the UB School of Medicine or ECMC.
Succession Plan

Should there be a sudden and unexpected absence of the Director of Health Services, there are a number of options:

1. The EMR & Billing Specialist is capable of maintaining most day-to-day administrative functions in the department with oversight provided by the VP of Health & Supportive Services.

2. HR would launch a general search to replace if needed.
Should there be a sudden and unexpected absence of the Medical Director:

1. The Nurse Practitioner could work with patients under the auspices of an interim Medical Director to be identified until the situation is resolved or a permanent replacement could be found.

Should there be a sudden and unexpected absence of the Nurse Practitioner, the M.D could with the assistance of the nursing staff, continue to meet the needs of patients until the situation is resolved or a permanent replacement is found.
President/CEO Succession Plan

Recognizing that the President/CEO is a unique and critical position in the stability and growth of our organizations, the following plan is adopted to be implemented at such time as that position is vacant:

Preamble

The following principles are important in this plan:

1. The position of President/CEO serves as a nexus for the community, funders, those served, staff, volunteers, and the Boards of Trustees of our various corporations.  All of these constituencies have a stake in a successful search and engagement of the new President/CEO.

2. The day to day operations of all aspects of the corporation are currently managed by the members of the Management Team, including relationships with funders, public relations, development, programming, hiring and supervision of staff, and grant writing.

3. Every organization/corporation has a unique culture, based on values that operate in the goals of the organization as well as in the day-to-day operations.  Among the values of our corporation, two are of paramount value:

A. A spirit and atmosphere of open communications and accessibility.  This is especially true of the President/CEO and the senior management of the corporation.  The President/CEO traditionally is accessible to all clients, staff, and volunteers at their request.  All levels of the organization are required to participate in sessions where open communications, questions and answers are give to the staff, including the President at monthly staff meetings.

B. The governing principle animating the corporate culture is based on teams—including the multi-agency Management Team, Division Management Teams, and workgroups/committees.  The presumption is that it is not management’s job to solve problems, but to empower and encourage the staff to solve them at the most appropriate level for themselves.

Both of these principles are important because they model for the staff the operational example of our desired interaction with our patients/clients.  We are partners with them in their care—openly communicating options and information while empowering them to be responsible for managing their own illness and health.

The Plan

1. Within three (3) days of the notice of vacancy of the position of President/CEO, the Chairperson of the AIDS Association Board and the Chairperson of the AIDS Community Services Board schedule a meeting of the Executive Committee of the AIDS Association and/or the Trustees of the AIDS Association; and the Executive Committee of AIDS Community Services to review the Plan and implement its parts, forming the Trustees’ Succession Committee.

2. Following this meeting, the Chairperson(s) schedule a meeting with the Vice Presidents of the Corporations.  This will be done through the Vice President/COO.  All information necessary for scheduling & coordinating may be done through the President’s Executive Assistant (847-0212).

3. This meeting should occur within five (5) business days of the vacancy.  At this meeting, the following will occur:

A. The Vice President/COO will be appointed Interim President/CEO until such time that the AIDS Association Board of Trustees’ formally appointed new President/CEO is in place on site.

B. The Interim President/CEO will be responsible for talking to the Chairperson of the AIDS Association at least once per week during the search and transition.

C. The Interim President / CEO will be responsible for chairing the Management Team during the search and transition, and for assuring that the day to day “business” of the agency continues.

D. The Interim President/CEO will attend AIDS Association and AIDS Community Services Board Meetings and update each as to the ongoing operations of the agency.

4. The Chairperson of the AIDS Association will request from the Associate VP of Human Resources, that an updated position description and draft advertisement be prepared, with the assistance of the Management Team.  The Trustees’ Succession Committee will review both within two (2) weeks of the vacancy and approve an ad to be circulated advertising the position of President/CEO.

5. The Trustees’ Succession Committee will appoint a Search Committee and establish a timeline for interviews and appointments.  Many Search Committees include staff representatives.  It is recommended that if staff is to be included, Vice Presidents with program responsibility are chosen.  In either event, the Search Committee will meet with the Management Team prior to the interviewing to understand their perspective on the “ideal candidate” as well as to review information that candidate might ask about the operation and programs of the agency during an interview.

6.
The Chairperson of the AIDS Association will request the Interim President/CEO, VP/COO and V.P. of Finance/CFO to prepare a packet of information to include but not be limited to a) History of the agency, b) funding of the agency, c) financial history & current financial position of the agency, d) and current strategic plans of the agency for the use of the Search Committee.

7.
Responses to ads will be addressed to the Chair of the Search Committee.  The Chair will circulate the responses and develop a rating form to be used by all members of the Committee.  One (1) week following the close of ad submissions, the Search Committee will meet to choose candidates for interview.

8.
The position of President/CEO is funded primarily by grant(s) from the New York State Dept. of Health/AIDS Institute.  In the event of a vacancy in this position, the funding would be available by Budget Modification to salary an interim President/CEO or converted to a Consultant Line to hire a caretaker President/CEO.

Adopted October 2, 2003 by the AIDS Association Board of Trustees.
Revised October 2004 by the AIDS Association Board of Trustees.

Alternate Work Site Provisions

In the event that an AIDS Association work site is rendered unusable following a critical incident at the site or circumstances make it unsafe for staff and/or clients to be in the immediate area the following arrangements have been made and staff should respond accordingly unless directed by a manger otherwise:

· The Management Team will report to the President’s home to assess the situation and make provisions for appropriate service delivery given the nature, extent and probable duration of the emergency.

· A message will be given to media contacts regarding Emergency closure, as well as directions for staff on the 206 Voice Message.  Staff should remain at home pending instructions from supervisors.

· If travel restrictions are imposed by authorities making it impossible to report as directed, employees should attempt to contact a supervisor and apprise that individual of your location and how to reach you.
External Agency Contacts

Insert pages of important contact information submitted by division/department heads. 

Include current copy of Agency Office Phone Directory.

Pandemic Flu Response Plan

Introduction
In response to current concern about the Avian Flu Virus (H5N1), experts advise businesses to prepare for the impact.  It is anticipated that 40%-50% of staff could be affected at any one time necessitating planning to meet administrative and client service needs.

The following plan was developed by a multi-functional work group that first began meeting August 16, 2006.  They were charged by the Management Team to develop a response to a possible flu pandemic.  In many meetings over the next months, they gathered and shared resources, conducted assessment and planning sessions within their divisions, and discussed and debated effective response and infection control measures.  What follow are their recommendations.

Information Sources on Global & Local Status of Pandemic

In addition to local and national news reports, the Vice President of Health Services receives and monitors regular notices from the New York State Department of Health: Health Alert Network and the Director of Marketing & Special Projects receives daily reports from NewsTrax, Inc.

Preventive Infection Control Measures

The Corporation’s Wellness and Safety committees have already begun an information campaign for employees with posters, newsletter articles and updates during regular staff meetings.  The focus of the campaign is hand washing, covering coughs and sneezes and basic good housekeeping measures to reduce the spread of germs.  Employees are also urged to stay at home if they are sick to give themselves time to recover and to avoid making co-workers sick.

Response Plan Triggers/Decision Points

It has been determined that any division or department with a 25% absentee rate will notify the Office of the President.  In the event of a 40% rate, the Office of the President will be notified and the response plan as follows will be put in place.  Each division will specify decision points as part of its response plan.

Lines of Communications
Responsibility for communication with the Office of the President rests with the Division VP or designee.  Each division and department will have an established communications tree that each employee is familiar with.  Supervisors are provided with frequent updates to a confidential staff list that contains contact information.  Staff should be provided after-hours contact numbers (home or cell phones) for their supervisors.

A staff information mailbox has been established at the Corporation’s HQ number 716-847-2441 (or any other number calling into the Central Office phone system) at ext 206.  Authorized individuals will record a message about any condition adversely affecting any of our facilities.  These may be closures, late openings, restricted services, etc.  It should be staff’s responsibility to listen to the radio and call the message box for instructions in the event of an emergency.
Facility Traffic Flow/Infection Control Plans

Non-staff traffic into any of our facilities facing an outbreak may be restricted.  At the Central office, the Medical Director prefers that clients and patients be discouraged from coming in for service unless it is absolutely necessary.  All facilities will be locked with direct access restricted to employees.  At the Central office, a designated client/ visitor entry point will be the Elmwood Ave door to the 1st Floor SE wing which will have been set up to screen for signs of infection.  Those that present with symptoms will be isolated in a separate room at the rear of that space until alternate care arrangements have been made exiting the building from that space to avoid re-entering the screening area.  Some individuals may be required to wear a mask before being allowed to enter the Central office to avoid the possible spread of infection while they are receiving services.  All such assessments will be done by the medical/nursing staff.  Masks and hand sanitizer will be available to all staff.

Case managers should phone clients to determine health status in the home prior to making a home visit.

Department Work Coverage Plans
Each Division has developed a Crisis Response Staffing Plan which is attached to this report.  The plans:

· identify key staff, 

· list essential department functions, 

· identify individuals cross trained or trainable to perform these duties

· suggest other duties department members can perform

· indicate where SOP manuals are available

· show persons able and approved to work from home using Citrix

Leave Policies

In the event of a pandemic flu outbreak, it has been determined that our leave and PTO policies combined with our enhanced short-term disability plan should function to protect employees and their financial stability as much as we are able.  

Emergency Staffing Coordination
In the event of an emergency, it will be important to have a central site for coordination and deployment of all available staff.  Human Resources will establish a space devoted to tracking all staff activity; e.g. absences, regular assignments, redeployment to cover client services or other priority activities.  HR staff, or another staff person assigned by the COO, will maintain this staffing information and will coordinate staffing needs with supervisors throughout the corporation.  Staffing for direct client services will take priority over other requests to the extent possible.

Division VPs will assign a staff person to give a morning report to HR on staff availability and to provide updates throughout the day.

The staffing coordinator will work with Volunteer Services to identify volunteers available to assist in some activities based on a supervisor’s assessment of skill and ability.
President/CEO


Board Communications


AIDS Institute Communications


Key Business Decisions





VP/COO 


Operations


Building & Equipment


Personnel/Volunteers


Communication Systems





Director Information Systems


Computers 





Director PR/Marketing


Media Communications





AVP Human Resources


Employee Communications


Benefits Administration


Worker's Comp Claims





Assistant to President


Vendor Communication


Security


Utilities & Phones





VP Finance/CFO


Insurance Claims


Payroll


Billing


Vendor Communication





VP Health & Supportive Services


AI Communication


Service Team Coordinator





Senior Director Satellite & Special Services


Associate VP Supportive Services


Direct Services





Director Health Services


DOH Communication


Alternate Providers


Patient Communication





Program Directors/ Coordinators


Employee Deployment


Prioritize Client Need





VP Prevention Education


Assist President/CEO as needed


Prioritize Program Activity


AIDS Network Communication





Nurse Practitioner


Triage





Sr. Director Alianza Latina


Prioritize Program Activities





Director Volunteer Services


Volunteer Communication





VP Advancement


Strategic Decisions about planned events








Vice Presidents, Associate VPs, Directors, and designated Administrative Assistants.








Take appropriate emergency steps:





Call fire/police (911)


Evacuate (if applicable)





Notify Administration, ext. 304 or 329 with complete details, including:


		Who?		Where?


		What?		Why?


		When?		 How?





Inform employees as soon as possible.  Remind them that the President/CEO through the Director of Marketing/ Special Projects is the official source of information about the emergency, so all news media requests are to be referred to that office at ext 316.





Board(s) of Directors





President/CEO





↕





Director of Marketing/ Special Projects





↓





AIDS Institute


(if applicable)





Media








Management Team








Staff








VP/COO





VP Finance/CFO





Department staff





Associate VP HR





HR Coordinator








President/CEO





Director of Marketing & Special Projects





Assistant to the President





Director of Volunteers





Director of Information Systems





VP Prevention, Education & Training








Program Directors





Direct Reports





Executive Assistant





Custodial staff





VP Health & Supportive Services





Director Health Services





Medical Director





Direct Reports





AVP & 


Sr. Director





All Other Program Directors





Direct Reports





VP Advancement





Foundation staff





Sr Director Alianza Latina





Direct Reports





�





Supervising RN





Director Adult Day Health
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